Karolina O'Connor
Severn, MD • (410) 643-8419 • karolina@nerdycyberchick.com • linkedin.com/in/karolina-o-connor
Cloud Administrator / Microsoft 365 Administrator
PROFESSIONAL SUMMARY
Microsoft 365 / Cloud Administrator with 7+ years of experience owning day-to-day operations and security posture across ~30 client environments. Hands-on in Entra ID identity administration, Conditional Access and MFA troubleshooting, Exchange Online mail flow, Intune/MDM policy enforcement, and Microsoft Defender alert investigation. Known for independently resolving complex, multi-layered issues and translating security requirements into practical policies and user-ready change.
CORE SKILLS
Microsoft 365 Administration: Microsoft 365 admin center, Exchange admin center, Teams admin center, SharePoint/OneDrive administration
Identity & Access: Entra ID, Conditional Access, MFA, sign-in/session troubleshooting, hybrid identity support
Security Operations: Microsoft Defender for Office 365 alerting & investigations, SOC alert triage, EDR rule tuning
Email & Mail Flow: connectors, transport/mail flow rules, deliverability troubleshooting, DMARC/DKIM/SPF
Endpoint & MDM: Microsoft Intune (Windows & macOS), compliance policies, security baselines, app deployment scripts; Apple Business Manager
Automation: PowerShell (Exchange/Graph), scripting for administration and reporting
Networking & Perimeter: SonicWall VPN/firewall administration, segmentation and troubleshooting
Collaboration & Governance: external sharing/guest access governance, SharePoint permission design

PROFESSIONAL EXPERIENCE
Senior Systems & Infrastructure Engineer | Smart Computing Solutions, Inc. (MSP) — Severn, MD | Mar 2023 – Present
Own and manage Microsoft 365 and cloud operations across ~30 client organizations, accountable for stability, security posture, and end-to-end issue resolution.
Build and maintain Entra ID identity configurations including Conditional Access; troubleshoot MFA, sign-in failures, and session/access issues.
Administer Exchange Online including connectors, mail flow rules, and delivery troubleshooting; support hybrid identity scenarios as clients transition to cloud-first.
Investigate and respond to security alerts within Microsoft Defender for Office 365 (alerting/investigation workflows) and triage SOC escalations.
Manage Intune/MDM policies and deployments across Windows and macOS; develop scripts and rules for app delivery and configuration enforcement.
Drive email security hardening: DMARC/DKIM/SPF implementation and remediation; phishing/spoofing response coordination.
Design and administer SharePoint/OneDrive permissions and external sharing governance; execute SharePoint file migrations.
Administer SonicWall environments (VPNs, firewall rules) and perform network-level troubleshooting as needed.
Introduced AI capabilities in a small Microsoft 365 environment (12 users) and developed a Copilot readiness/adoption plan for a nonprofit (planning/assessment phase, ~40 users).

Systems Engineer | Livanta, LLC — Annapolis Junction, MD | Aug 2018 – Sep 2020
Administered Windows Server, Active Directory, and core infrastructure in a regulated healthcare environment.
Managed virtualization platforms (Hyper-V/VMware), patching cycles, upgrades, and backup/DR operations.

EDUCATION
Bachelor of Science in Cybersecurity — Full Sail University (Valedictorian)
CERTIFICATIONS
Kaseya Certified Expert (IT Glue)
Kaseya 365 Endpoint / OPS Certifications
Microsoft Certified (MCSA, MCITP, MCP, MCTS)




